How to Permanent Trust Jabil SSL

1. Login to SPP Website

Testing Server -https://sgsindOspp42.corp.jabil.org/spp/

Production Server - https://sgsindOspp01.corp.jabil.org/spp/

2. If your browser prompts for certificate error as below, please continue reading, else you can check the English /

Chinese user manual for how to use the new login method.

A

Your connection is not private
Attackers might be trying to steal your information from sgsindﬂﬂpp42.carp.jabil.org (fior

example, passwords messages, or credit :'.-".I’l.'!"-:l.

[_] automatically report details of possible security incidents to Google, Privacy policy

e If you encounter this error message, that means your computer doesn’t have Jabil own CA signed root
certificate, if you visit any Jabil website with https and signed by Jabil Enterprise CA, you will still encounter

this error. To permanent fixed this, simply following methods as below for Mac & Windows.

Permanent Trust For Jabil Root Certificate Authority (CA)

e Download the zip file from: https://sgsindOspp01.corp.jabil.org/SPP/content/ipa/Jabil.zip

e Unzip it and double click the .cer file.

Marme Size Compressed Time
Jabil.cer 1 KE 1KE 12/27/16 11:47 AM



Mac Installation

- Mac users simply just enter your computer password when prompt for installation.

~— Keychain Access is trying to modify the system
keychain.

i Ia Enter your password to allow this.

User Name: Eugene Foo

Password: ||

Cancel Maodify Keychain

— After installation complete, please go to Launchpad > Keychain Access.

Keychain Access

— Navigate to Keychain = System, Category = Certificate on left panel, right click Jabil Enterprise Root and
click Get Info.

0@ Keychain Access

ﬁ Click to unlock the System keychain.
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— Choose Always Trust, and click Close button, it will prompt you for password verification, enter your

password then you are done.

® 0@ Jabil Enterprise Root

= Jabil Enterprise Root
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o Root certificate authority

o Expires: Saturday, 15 December 2035 at 2:20:49 AM Taip
€ This root certificate is not trusted
¥ Trust Use System Defaults
When using this certificate -l C L ?

Mever Trust

Secure Sockets Layer (SSL) _ﬁlwavs;'fl"us':t
Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security (IPsec) | Always Trust

Code Signing | Always Trust

Time Stamping | Always Trust

coooooa

X.509 Basic Policy | Always Trust

Windows Installation

— Click Install Certificate.

x

General | Details | Certification Path |

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Jabil Enterprise Root

Issued by: Jabil Enterprise Root

Valid from 12/ 15/ 2015 to 12/ 15/ 2035

Install Certificate. . I [ssuer Statement |

Learn maore about Ser

o |




Click Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

o | This wizard helps you copy certificates, certificate trust
\-; i lists, and certificate revocation lists fram your disk to a

- tificate store.
L—_\:\;y CErancate swre

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back I Mext = I Cancel

Choose the second options and click Browse.

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

™ Automatically select the certificate store based on the type of certificate
%' Place all certificates in the following store

Certificate store:

Browse... |

Learn more about certificate stores

< Back I MNext = I Cancel

Select Trusted Root Certification Authorities, then click OK.

Select Certificate Store x|

Select the certificate store you want to use,

| Personal -

Trusted Root Certification Authorities

| Enterprise Trust
| Intermediate Certification Authorities

| Trusted Publishers

1 Lintrusted Certificates I_ILI
3

[ show physical stores




— Click Next.

—  Click Finish.

Certificate Store Selected by User  Trusted Root Certifice
Content Certificate

— Click OK and you are done.

You are about to install a certificate from a certification autharity
(CA) daiming to represent:

Jabil Enterprise Root

Windows cannot validate that the certificate is actually from Jabil
Enterprise Root”, You should confirm its origin by contacting “Jabil
Enterprise Foot”, The following number will assist you in this
process:

Thumbprint (sha1): 278ED29E 4034E119 384FF7DE D1710005
05361274

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you dick “fes” you
acknowledge this risk.

Do you want to install this certificate?

*Please note that this trust action only need to perform one time, after that it will be permanent trusted for

all HTTPS traffic that signed with Jabil Certificate Authority (CA).



	Testing Server -https://sgsind0spp42.corp.jabil.org/spp/
	Production Server - https://sgsind0spp01.corp.jabil.org/spp/
	Mac Installation
	Windows Installation

